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During some integrations, I have seen a couple of problems some users usually have. When 
you are trying to connect some network devices and you use certain protocols, such as TCP 
and Modbus, you need to configure your PC in the same subnet in order to make both 
devices in the network visible; however, what happens when you do not know the IP address 
of the device you are going to integrate with HYPACK®? In some cases, you can use the 
device software to check or change the address, but it is not always possible.
Recently, I was helping a user configure an OPC server that uses the information that came 
from a PLC (programmable logic controller). The PLC was configured around 15 years ago 
and they did not have the software to verify the configuration, so I had to look for a way to find 
the IP address.
When you connect the network cable, most of the devices exchange messages to determine 
who is connected to the physical medium; thus, we can use Wireshark to analyze the packets 
exchanged. 
In this example, I tested two devices that had a static IP address configured, one of those is 
the PLC that I mentioned before.
In the following screenshot, it is possible to see several messages that help us to determine 
the IP address of the PLC:
1. The PLC sent an ARP protocol message where you can see the IP address. This protocol 

uses the physical addresses (MAC) to map them with the IP addresses.
2. Some devices also send specific messages where you can see the source IP we are 

looking for.
3. Every network interface has a MAC address; this is a 6-digit, hexadecimal number that is 

usually printed on a label. This can help to determine which device sent the package.
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FIGURE 1. Capture of the PLC Device. 

In the following example, once I connected the cable, the messages my computer received 
are very clear. In my computer, I did not configure any IP address, but once the cable is 
plugged in, both devices started to exchange messages.
The IP address we were looking for was 192.168.15.20 and it was possible to see it because 
the device sent several multicast and broadcast packets.
Not all the devices send this kind of message; I have tested a couple that might not have all 
implemented protocols to meet the neighbors in the network. 
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FIGURE 2. No IP Configured in the PC.
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